Public cybersecurity awareness outreach campaigns.
These programs educate organizations about cybersecurity issues
such as the cyber threat and cybersecurity best practices.

Stop. Think. Connect.

www.stopthinkconnect.org

Department of Homeland Security

National Cyber Security Alliance Anti-Phishing Working Group

Provides cybersecurity awareness resources such as tip sheets and
outreach events targeted to various audiences, such
as children, parents, and businesses.

Available to the public, with programs targeted to specific audiences,
including businesses.

National Cyber Security Awareness Month
www.dhs.gov/national-cyber-security-awareness-month
Department of Homeland Security, with public and private partners

Private and public entities collaborate each October to raise awareness

of cybersecurity issues. The program uses materials from existing
cybersecurity awareness and education resources to assist the public.

The program’s website includes a page for small businesses with tip sheets
and cybersecurity guides.

Available to the public, with programs targeted to specific audiences,
including small businesses.

Cybersecurity education for risk assessment and planning.
These programs provide education and training that small

businesses can use to identify areas of cybersecurity risk and improve
their cybersecurity practices and plans.

Information Assurance Support Environment Online Training
http://iase.disa.mil/eta/Pages/online-catalog.aspx
DOD Defense Information Systems Agency

Provides training materials on cybersecurity awareness and technical and
legal issues related to government network security, cybersecurity for
organization leaders, and personal cybersecurity awareness. The
cybersecurity awareness training is mandatory for all users of
DOD-furnished computers and holders of Common Access Cards.

Available to the public.

Center for Development of Security Excellense
www.cdse.edu/index.html

Cybersecurity e-Learning Courses
www.cdse.edu/catalog/cybersecurity.html
DOD Defense Security Service

Provides or links users to online courses related to cybersecurity
topics such as computer safety and DOD certification and
compliance requirements.

Some resources available to the public.

Cyber Resilience Review
www.us-cert.gov/ccubedvp/self-service-crr
Department of Homeland Security Office of Cybersecurity
and Communications

A self-assessment tool that businesses can use to evaluate their
cybersecurity measures. The Cyber Resilience Review website also includes
aguide to compare security practices to the National Institute

of Standards and Technology’s cybersecurity framework. Businesses

can also request for the Department of Homeland Security to facilitate

the review.

Intended for business cybersecurity (available to the public).

Small Business Administration Learning Center:

Cybersecurity for Small Business
www.sba.gov/tools/sba-learning-center/training/cybersecurty-small-businesses
U.S. Small Business Administration

Provides a thirty minute online program that covers cybersecurity concepts
for small business. Topics include identifying and securing sensitive
information, types of cyber threats, risk management, and

best practices for guarding against cyber threats.

Targeted to small businesses (available to the public).

Small Business Community Computer Security Workshops
http://csrc.nistgov/groups/SMA/sbc/workshops.html

National Institute of Standards and Technology, U.S. Small Business
Administration, Federal Bureau of Investigation

Workshops on cyber threats, data vulnerability, and security practices.
A U.S. Small Business Administration official stated that there are usually
10to-15 workshops per year, with 50 to 100 participants at each workshop.

Small businesses, local government, educators, non-profit organizations.

NIST Computer Security Resource Center
http://csrc.nist.gov/groups/SMA/sbc/
National Institute of Standards and Technology

Provides reference and training materials on cybersecurity issues,
including the interpretation and implementation of the National Institute
of Standards and Technology’s Risk Management Framework. The site
also features a Small Business Corner page that presents a threat
awareness video, network security assessment exercises, presentation
materials for the Small Business Community Computer Security
Workshops, and a National Institute of Standards and Technology
Interagency Report on small business information security.

Targeted to small business (available to the public).

Federal Communications Commission Small Biz Cyber Planner 2.0
www.fcc.gov/cyberplanner
Federal Communications Commission

Provides guidance based on a small business's self-identified areas of risk.
The guidance includes links to additional cybersecurity resources for
small businesses.

Targeted to small business (available to the public).

Information sharing network. This network enables discussion

and sharing of threat information among its members.

InfraGard
www.infragard.org/node
Federal Bureau of Investigation

A network for individuals from private industry, academia, the Federal
Bureau of Investigation, and other government agencies to share threat
information, including cyber threat information.

Individual membership available to U.S. citizens, including those affiliated
with small business. InfraGard has more than 80 chapters across the
United States.



Threat indicator databases and assistance. These programs
provide threat indicators to help organizations detect and block
cybersecurity threats.

Defense Industrial Base Cyber Security/Information Assurance Program
http://dibnet.dod.mil
DOD Chief Information Officer

Provides members with more than 117,000 unclassified threat indicators,
including technical signatures that identify potentially malicious actors.
Defense Industrial Base Cyber Security/Information Assurance also includes
a classified explanation for each threat indicator. Additionally, Defense
Industrial Base Cyber Security/Information Assurance members receive
regular updates on new threats, and receive additional assistance as
needed from DOD Chief Information Officer based on information
collected by DOD. Defense Industrial Base Cyber Security/Information
Assurance also provides an environment for threat information sharing
among members through regular threat information updates and actions
as needed from the DOD Chief Information Officer based on information
provided by Defense Industrial Base Cyber Security/Information
Assurance members.

Defense Industrial Base Cyber Security/Information Assurance is open

to defense contractors with a National Industrial Security Program Facility
Security Clearance with approved safeguarding for at least Secret
information and a Communication Security account with access to

DOD secure transmission systems.

Cyber Information Sharing and Collaboration Program
www.us-cert.gov/ccubedvp/getting-started-business
Department of Homeland Security Office of Cybersecurity

and Communications

The Cyber Information Sharing and Collaboration Program Operations

Team hosts analyst-to-analyst technical threat exchanges, analyst
teleconferences and analyst training events that allow for classified and
unclassified briefings. They include government and industry partners
sharing details of cyber threat activity, and mitigation recommendations
and strategies.

Company membership and membership through Information Sharing
and Analysis Centers available to critical infrastructure businesses,
including defense contractors.

Enhanced Cybersecurity Services
www.us-cert.gov/ccubedvp/getting-started-business
Department of Homeland Security Office of Cybersecurity
and Communications

Provides classified and unclassified threat indicators from Department of
Homeland Security intelligence to internet commercial service providers.

The Department of Homeland Security shares classified, sensitive, and
unclassified cyber threat indicators with commercial service providers.
U.S.-based public and private entities then pay the providers to block
malicious domains and e-mails.

U.S. public and private entities, including small businesses.

Defense Security Service Counterintelligence Reports
www.dss.mil/ci/ci_reports.ntml
Defense Security Service

Defense Security Service provides annual reports on threats to cleared
defense industry activities, and provides individualized threat
information assistance to contractors in the National Industrial Security
Program with a security clearance.

Contractors in the National Industrial Security Program with a security
clearance, with unclassified reports available to the public.

MDAcybersec-acq@mda.mil

0030-16

FEDERAL GOVERNMENT
AND FEDERALLY-FUNDED

CYBERSECURITY
RESOURCES

A listing of Federal Government and
Federally Funded websites identified =%

by the Cybersecurity GAO as available
to Defense Small Businesses.

Approved for Public Release
16-MDA-8524 (4 January 16)



